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(54) SYSTEM AND METHOD OR DATA PROCESSING 

(57)Abstract: 

PURPOSE: To allow the system to process both 
encrypted and decoded data and instructions in a 
seamless way. 

CONSTITUTION: Internal cache memories 50, 52 are 
provided in safe physical areas which are not accessible 
by system users. An external memory 38 stores 
encrypted and decoded data and instructions. An 
interface circuit 38 decodes each encryption master key 
by using a private key and decodes encrypted data and 
instructions, corresponding to each decoded master key. 
A plurality of segment registers 56 stores recording of 
active memory segments of the external memory 38 to 
make them correspond to each decoded master key. A 
central processing unit 48 accesses both the segments 
of the encrypted and decoded data and instructions 
from the external memory 38. The encrypted information 
from the external memory 38 is decoded in the internal 
memory caches 50, 52, and non-encrypted information is 
stored directly. 
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(54) [«H4>«ft] r-fffli^^f^fim 



(57) [ 

0.52 Sr^-TSo nut ^ey 3 8 B&^bat/** 

5 6 ^38 COT ^ TV 7t< ^y -tr^> 

t5 0 **^^fi4 8 f**«M ^38 rt>fb co^ 

r^-fer^i-5 0 ^38 frbn^itmmmm 

£ jfvCrtSM ^ey ^y>i5 0 , 5 2 iCfEttS *U # 




1 

y ^fkfc, 

flHHfr^* * mc&m-tz it»mssc± 

^ttSixfc^^^— & ; £tikttfc£-*tZ>tiiito<D. Buffi 
^l&affi«rta>-fe^ u^^j&t N 

uW-^fbW«^W*^"fe^^ >h £T ^ -t?* i-5 £ * 20 

&ffix.tz 7^-9 %mi/^ t- *, 0 

v^x Wm^^^9<D^ti^ti^ *?*isb 

* coBdnwEc p u izx d ^ 91*311 mmtDy* 

—9 QMi/^'rJ+o 

[ fS*JS4 ] mjfs**^o -fey ^XtffltJi&Y >^ y =. 40 



) VmWG -1 1 2 9 3 7 

2 

sffla^*affi*i*3<73-fe^^ >h u^^^gfc 

^ -ey -t^ yh (DWMt Mfc-tZ>mWt£ thtz^ 
*?*-k&&&'fZ>X7' y 7 p k , 

ifflB££»a««rt-c* stjfs^gpy *y #iho7K 

ie^^ ^ey ^m-h<Dmm^^-it^tix^^m^^ 
fcmmm&mmft^ ^y ^iwciiHit-rs^^y ~? 

—9±Jf* ft<DmmtfV%^k£ nrv^^S^S:^ 

5t&*JS6 fs^T^-^^ia^fc 

[ fit*! 8 ] rtP#ft«f*S:*tf> ^y 
[0001] 

-^SO'^y-^L^^ ( seamless) ^a^^^CO 

p5±-tz> ^mmmm$:m^&tf7'-9 sm*s* 
7-Mz.m-tho 
1 0002] 

5 fci?>coftt> *ffiliffiffl«ai#IW-J: -5 1> 



3 

*BW!H»^J:i5 r y-^^fbH^C cata e 

ncrypticn Standard) J tlX\* ^ ct 0 3f 

SHE 

—&W<Dtitb<Dl OCO^n-t^^r ig«K key chai 
ning) j fffffll, BSHHfcT*-* * h y -Afi^igc* 

^K6*|-W<C«MB«»fi, fcfc, l oOv'—K*- 

( seed key) «tCSoTl^ 5 ilff 

{f«£;h/C 1^5 courier ) ^^SW^^fe 

ma, &&<om&&&x*&ik<D j T—# * h y -Ai^rt 

[ 0 00 3 ] ^BBXt/lfffl^r-SrfiEffl-r*— S^— Pf^- 

— ( public key) J t ^5 fflMfi, -^^R/SM ^ r 
( private key ) J t V>? fflf&fi, -t<^*|f(^ T 
^i-^^^tc+^^^rtr^^tif^^ 2i4#3 

1 0004] -m*—Ax$m—*—ife&>x7'j*&mfr 



) ftmWG -1 1 2 9 3 7 

4 

[ 0005] ±&<OT—9m&&W&^xf*<n$m&\ 
fit* WT^itefTSEtlf^abftS. *H4#fFli?4 , 4 6 
5,901 fl--Cfi, PSp-^-f^cz^n-feyiJ-^ 

ff£ tLitixD-?^ #u7u±$, -y-xfcmrfz tifc^x o 

[ 0 0 0 6 ] *HW?F^4 , 5 5 8, 176 ^ 

twittntf^bi". r^y > 3 ^^n^-^tt^E— 

[ 0 0 0 7 ] *H#fT3l4 , 6 3 4, 8 0 7 ^-(i, 

* — a (D4±m* m ^ r Bt-s-{k$ 

[ 0 0 0 8 ] *H«FffFfg4 , 8 0 7, 2 8 8 -g-fi, <2>^ 
[ 000 9] *S«FBf^4 , 8 50, 0 1 7 WM 

\mmm& tix m — jot # -z* & $mtz> — 

[0010] *S4$iTff|4 , 84 7, 90 2 
<D*—<D? ib<Dl 0^ffifflLt> -=ey 75^(7)^ 

Biiti*5 y ^ ^ey &^zm 
n^tcing^mmztiZo ^(d^wd^^j^x^ - 



5 

[0011] 7fcH#^Fff?4 , 8 8 8 , 7 9 8 4§-f*, 

( «*tt«^B»*K:#T*=¥-) &A£>-fZ>-t 

y 1?y * fc ft icfijffl £ ix5 <b ^ tiX i ^ 0 

[0012] EtfrtZb. ftft&Wite, ^ikzr-?R 
im-£fiti%^(D&m , y7h?x/$: Pf *ift 

m s temmmz n/c x-y ax* ge±fc oast 

fi^Sr^y T-tZX? C4ot^6o SEfc^ g£*nc£>5fc 
fT&tiFm, »f^o ir^ -^tt, f^fb^O^Pf-^fby 

5^fc5o -tcofe*. r^y y— i/b i/yyy^^ 

[0013] 

[0014] *3B9!£>fc5 i ooiwil ^f^a^B 
coy ey »aawi^-«ts ^y^h^^ry^r 

^f^b^U^"^ 

[0015] #3B9W>fc5 1 ocoBWtfu 

[0016] 

[ mm*nm-tz>tzfr<D^m ±e a 

* 4: 0>ffftf*«:E«1-S fcft<7)«!rE3c±*3a««*MI| 
(D^y *-y 3M§£ x r^-tr^^nfcUffl^r-tD^ic 
ct D BWEPt^f b^* y * - Sr <t #fc fttjE^y y 
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CS£-§*{b£ *ifcflW*»BW*6 fc»0>ttEic£flttB 
®iSp^^-r > y y ^ — x r^^^y^ey -ty 
y oE^£«y#-r6 t ^fcs?gg$ tifc-^y 

h isisxf&mt . ffit&m* ^-y ^w&>tv extern 
tt£ ftfc^w^batw^fbw m<DWi^(D^^^ ^y* 

^y ^ey #sicEifiL , fltriE^gpy ^-y ^m*b <omm 

^nz -try . S:fiix.So 

[0017] 4fc*389l0>!B2 Bt^bau* 

26? 8?is!£ ttfcxv ^y /Hiwat^w^fb^ ^y Mm 

y^ey ^®(-. fft^b^y^r-^^gu-r^^f^fflt- 
5 ft atne^«i3affi«rt-c*ffl=¥ r y iry -fa t 

>y 7 3i -y ^tc^v >T7^ir^^ tL7"c^^-(Dfrg 

ffltcj:^ Sfjte^^b^y^-^^i-^i:^. Bute 

wia?c^fl»sffi«!^^"fe^y >-h i/^^fsc, ry 
yy -ey -tyy yh (Dia^i: mi-««SE* ixfc-^ 

T\ mlE^asy ^ey fa©7K u-^ i-Eti^ titzftv^ 

itmm^i\L\^<om^(D^ ^ >h ^ry 

is* y tv5 HuiE»K$ ttst ^ y m 

F^igpy ^ey ^si-EtiL , mrta^gpy -ey cott 

«WSfflF-^b£ ^r^^^fc^mjEtf^HuE^igpy 
^0 [0018] 

y^rAd v;*^A<^— if— ry ir^^Ftg?t^^^ 
S®i^c( secure physical region) (CP^S^r-^ ^/ v^^.y 

?rtt5 0 ^§py ^ey ttSc^*a««<o^MBHciEfi 
S «F ^{b^ U9W*f bx -y XtWIr^S: EHrr^> 0 

ar«}>^S:^5 ^fb^y^-^^gc-r^feftt^ffl 
50 >-^7i-^iHii»fi^±*»affi««ciefis 
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us^x* ti^ffi;* *-y rtcor^ >0< ^ey 
its o f^igii^^^ ^y ^ ^^»t-§- 

t^L, ritU^i? -f ^iHlBStt, APSES ixfc 

^***-*i£JHLT*ay ^ey Ti^co^-^^t/^ 
«r#PBN-* <b <!: t ttfc«**rrt«flW ^ 

y ^ y v» tcifflgiatts txs o 

[0019] 

[ mmm] mi ic*5^t, ^^rmm^i 

1 0 fi, 2rBB*-l 2 RtflM* — 1 4 <7?^-f5 

1 2 fcfc, 7»tl 0 *) M0 MST 
h 4x5 iSPI^* ir^/ -thw>y T /W»#Xfiflfe<75#-S-T*& 
5 0 1 4 fcfc, ^ "TV T{§#£&1 0 XfcMSHS^n 
■fey iJ-<Z>$fc±fc£ V M^fdicoy — ^ tcfc 9 -fey 
*<W0 %Xbti%m^Xm&<D&^i/-^>'*X& 
So ^BH&t/ITffl^r-l 2 4 SE^-M^— Bf 

&3^f3U */fl=* — 1 4 (3*—^ — Bt-g-^^iN^SHE 

9 , 4*BH=*— l 2 l*¥<Dm$5*-&i&m£tiZ> 

t l ri£ffl$ *x-ct J: v\> s zrj rmmgi o <&x 
(D&rn*—! 2 &xM:0mfcwm*—i 4 cq^^is 

»S:-&tfo ^ Tf^fl 0 tt\ ^7^717 

£ff£-5§-^1-£ /c^^fe^S *X3 MMK 16^ N 

[ 0 0 2 0 ] jSPH^nir^iM 8 fl. ZlfiiMl^ ^ 

2 0 St^LT* 0 tVb 0 
nir^/ifl 8 fiff£-§-fb*7VT2 2 (DfzbbCDAtl&ft 

x-r TgMl 0 frbBSfrvJVW 0 ^^Lt, Xte 

[ 00 2 1 ] -B.^— if^^f-^ft^ -TV T2 2 

ir^/ 1M 8 7*4 T=*~ TV TWl 0 — 

co^ tf-RU<B#£ ttz* tv T<D* tv TMBSiJ-T-^s^ 



( 5 ) #P^^6 -1 1 2 9 3 7 

( Hffl^r-l 4 ^T^-fe-x$ix5<z>S:pIfiBtc 

-^T ^ ir^ tz^{^m^h^> Q tits T^ir^ 
$ tl/cUffl^— 1 4 tt> ^ T^^^r— SrBt-^fki"-5 

^ ^ T 0 ^ T^-^co— SPt L 

[ 00 2 2 ] Bt^t^ ^ 7^^^-^|f$^ 

Six, *r (c|SttSixairffl^r-l 4 ^^-iffl^T 

tts^fc3a«*rtjcia«$ i8«rptyti 8 co^ 

fc«6JcttfflSix6o 

[ 0 0 2 3 ] ±I5(7)J:9 t-LT, ^*(C*fL T7 ^ ir^ 

^±tt(i««FSixSo St-. 
20 jx. *Jffl*ix, tlttLM^b, flFffBt#ft*ixS 

iO [ 00 24 ] m^M2 Sr#fi8i-5 <!: . -try tisft 
<^3c^afiS«fi. C PU^»f-> ^3 0 Xt«:4x«c 
-&*ixSlEl8SSr^tfo rixibfii-^-C, ^--iftcr^ir 
^^"CfcSo WT^ttW^b^StLSJ:^ CP 
u^y y*3 o p^-e^^ x ^ y TftmcoffiWtZ tifz* ^ 

[ 0 0 2 5 ] CPU^y^30li2 OCO^n -^^/U 
BUBi^ffl^^ey (ROM) u^^S:^^ l ocouv? 
^^32 ^?itSix/c^co^^-l 2 1 

&&ttfc*b<z>hv>X'$>Z> 0 W\\/V*$hh, Kik#Xfi 

^*ix5i:aS5E*ix*v\ _bfEOJ:9 ^BH^r-u 

tl8 Ov-y T/U#-^-T*t ctV\ fffl^-l/^^3 4 

a-feyfl 8 rtT^BB=*~ 1^**3 2 4: ^A^ic^i: S 

I 0 0 2 6 ] U^^3 2 &T^3 4 fi, -t^ffi^S-, C 
50 PU^^Ot tytl8 CO^SWS^^ <nm 
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-^3 6 o ^ ttb cD^gWJ^^Ig 

tdfS, vV^T^ir^^^-y ( RAM) 3 8,1 

te**i«±oi /o#— h 4 o , &t>*i oxtt-ttt«± 

^y^*: — ^^3.— /U3 6 — ffi*sc£*v5 0 
[ 00 2 7 ] CPUfy^3 0 |*9^*5V^T, s<X4 6 
f*. CPU48, 1$rtWr y i/a5 0, &TJFr—# =*-V 
2 P B 1^rt«F|5aftS:Sfiti-So ^^^7x- 
^36 rttdfl, CPUfs//3 0 rt"C<£ffl"f5^«?{^< 
*4 4 T?A^£ W^fc^frRU^-* , R 

AM3 8 dlEtSLTI /Oztf-h 4 0 Xfi;* 7^72 2 

—s-trc^^^4 4 r-a^ixST*— ^*Bt#fki-s 

ys^4 4tl< /U3 8,4 0 3£f*2 2 fdf3\ 

[ 0 0 2 8 ] IfiSroy ^ey ir^V yh y 6 fi/* 

^^y^7x-^3 6^g^^ IBaoHr^yhK 

S£i"5*PKS tut.* r-^jx^^r— Sr^tP^S^S:* 

A^ffli-S^^SrSiJW-t-SffiSriftWFL , = — K y 
h, x-^ir^yh 

[ 0 0 2 9 ] CPUfy^3 0 fiir^ yh ^^ey £ 
^n^^ a-^co> -=ey (DTK u^^fi^-t 

( chunk) XJ*1Z^ yh ^HMSJ-U ^ci^^ttw 

coir ^ V h fb5 t"— ^ &- T ^ -fc;* £ 

t+"Cfc£o &i?^<yhf*rm, TKy*ffi^te«UK"C 
fc<9 , ^n^AfSy^-f h 0 , ^M, '<<*fh2m$: 

Mi, -t:^ yh y>^^5 6 <r>igkxt£\s<n<r>~?u>f z 7 

l 0 0 3 0] #ir^y>h uy^5 6 ft, yh 

obm&tk , s$**^-xfi-fe^ yh (^*tt 
6 /^<r>mtkT K u;*<t , £^frgli ^ — /u 

K 5 8 

[ 00 3 l ] ^^ey ir^yh jW**ffc$;ft/r^5aM# 
*ftS*trv^V^^«*Sr'&tfiiSO^-fe^ v-3 y6 o 
fi:7-f —/UK 5 8 ^ITt^o 7*i — /UK 6 0 fi* 
— tr* h ( a*?>riW . r. tfXfc? 

y -fe^ yh ^IE»Sns««coWttS:^IfiEf-i-5jWK 



( 6 ) «fBB¥6 -1 1 2 9 3 7 
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A'K 6 2 SrfrfSo 

I 0032] a/jisv — *t>*b <om* ^-z? 

* y h P U^y ^3 0 ^Sbf^tcHJS^ *U5 (7rC\ 
ffl*<Z>ir^^ y h y v>*^ 5 6 tffflte ti, *<^Bt^b 
ttffii: . ^ *y ir^> yh rt<offlf«<Z5j|¥KXttPf-^t:«c 

[ 003 3 ] ±m^Ltz£o &mW<D&#)te. 

»f^*ffi(i, ^n-fey m 8 co^-^u-—- y^y^,^ 
Tii^n^o rfe^fj;, ir^yh^r— 

20 (Set Segment Key ) ^6 4 RXMkffl*—%m( Get 
Public Key) ^6 6 t ITR AM3 8 ^ITOfftt-^ 

[ 0 0 34 ] ir>/^ yh *-R3&8tf*6 4 tt, *ffi^r- 
y v?^^3 4 ( CPUf7 7 P 3 0 ft) O^ffidr— ffil 4 

^ yh (-K^i-^fiz:g6 2 jc&v^Ti?^ yh y 

5 6 (ClSftS tVbo ^7t, ir^> yh ^r-!S:^^6 4 
30 I3\ »JtOBf#{t:tf y h 6 0 Z^Xitty-TZtcisb^ 

#^•6 4 (1R AM3 8 ^^1"^^, ^CD^ vyK (C^ 

0 T^tT^ tlZ> ±X<Dmm*C P U^y ^3 0 foXft± 

[ 0 0 3 5 ] ^BB^r-a#^>^6 6 (±, ^r^-u^ 
^3 2 3&^4^BB^r— ffil 2 ^Mi" 0 ±57t!^J:5 ^ffl 
^r-l^^^3 2 t7>^IJB3r— fifiCP U^y ^3 0 (Cffl 

«Fco#-?-e$>!9 , ^ x-f rm&gi o ( mi ) # 
ffl^r-i/^^3 4 <Dmm*-m 4 tmtt^o 

^ ^ 7gMl 0 rt-Ctt, -try iM 8 SfSS 

1 8 ^Sfffl^r— fill 4 ^r^ir^-r^fci^tcte^^^L 
£ 0 -t^Wffl^r— fflfi, ^7>{722 ^Pt-^-fk-T 

[ oo36]>7^ rffi#^#i o t>m*Hk* ^ r-^x 

^^r-^7>f74 2X«:I /O^-h 4 0 ^^hLT^ 
niry ifl 8 ^-ri^, -ttbfi— B#«HCRAM3 8 (CfE 
ti^ ^u5 0 ir^^ y h ^r-aS:^^6 4 T^^tr^ 
50 tt, Pt#{k^ ^ T-**9*~ it. /^^y^7x-^ 



( 7 ) 
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*-l 4 Sr/H^-O* ^ 7^***-&»SM-<5 0 M^st 
/UK 6 2 f^V^-fe^^h 6 KKESJx 

l 00 3 7 ] C1T\ CPU4 8 ^^^^50 

WRAM3 8 >-^y^— J* 3 6 ^SJ*fctJ£ 

*U5 0 WffljWfc^fcS *xS £ , /^>fy^7x-73 6 
«\ ^ ^ey ir^> >h 7^ — /UK 6 0 (Dyy sf<D#M 

Z>k-tZ>b, ^>fV^7x- ^3 6 fi, y=3— /l^Six 
fc7Ki^f;:#j£ih5i?^ yh u-vU^s 6 (Dy ^ — 
/UK 6 2 <7)fi?gg£ tt/c^ T^***— £P*t>*fflt\> 

[ 00 3 8 ] WflSLT^Si: , 7ai — 3 6 

^RAM3 8 ^fe^flfffb^ tSfltSi , Mfc<D 
±?J> >-h lsisx#5 6 coy^f —/UK 6 0 \Z.^^7yy 

6 te, fritz?*-? r ft< ztvetuo 

3/ ^ey — gM~ 0 
[ 0 0 3 9 ] fctbHJ:5 ^ CPUfy^3 0 

>-h (Do %<Di! frit**?— ^S:»*fti-5?&^^*fce> 

[ 0040] ^-^(OH*S«W6(!ftg(Sr pTte^-t-Sfc«> 
W-^kWJtW^v?^ — ^6 8 tt^-^^v^S 2 

^4^7*— * 3r-f 3/ >^ 5 2 ri>P> ^ Sr#fla-j"5 

Rf^fc$lJ»6 8 it, ir^ yhL/^:?5 6^ 
— /uK 6 0 [cWtl^yyy ^y ir^^ yh friz. 

-f -/UK 6 0(7)777 ^#KS£ tbT V ^5 1 . iStftou 



72 



h 7!n<b <Di> <nx&>& fr\zfrfrt>h XfiA^frSrP? 
Wirt-- <b jj« pTteJcft 5 o IrfiiMm *f b=« -K -fe^ 
>h T*fo6 i: *x£ ^ , Bt-^fk©Jftl6 8 Itttitf 

mm*. 5^?tcj:5n-Koy /^xy^-ry >^ 

(Ot> OT*ft ttixtfft * V t'fo^o 
[ 004 1 ] -fe^ >h l/^^5 6 3&Sffifflb< 

^-y ir3/ ty^ f A-Cffiffl^ tta t^^f i?^ 

7 7 Wtc&KDyj —/UK S:iESPLT3S#o<£3B-&^ 

r tt?> ^7>r —/uK « % ttfc<D{B8Bj* ^y >-h cd 

[0042] 

^f^^v— j^u^(c^i9 lir^Si: ffi 
[ [Hi ] Tffi^XtJ^PH^n-fey-y-ffljoffillf^ 
[ 02 ] Ml (Dmmzfv iT7 f"^— %l<D7u 7 ^ 0T* 
[ WfORM] 

io ^ ^ r^#t# 

1 2 ^^r — 

i 4 mm*— 

16 MMK(^r>f7^^^-) 

17 ^ T 

18 iM^Dir^i^ 

2 0 Zlfiiiff^^/U 

2 2 ^-§->fk^ ^ T 

40 3 0 CPU^frf^ 

3 2 4*M=*— U-^^ 
3 4 ¥ffl^r-U^^ 

3 6 ^^y^7x-^^a-7U 

3 8 7>-^AT^ir^^ ^ey ( RAM) 

4 0 I /Otf?— h 

4 8 CPU 

5 0 ^t^^ 

5 2 7^— ^iryVa 

5 4 ^itXmm^r V>=x -/U 
50 5 6 WyM/^^ 
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